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1. AIMS 
 

Alsager School recognises that online safety is an integral part of safeguarding and promoting 
the welfare of children. This policy aims to: 

• Safeguard pupils, staff, volunteers and governors in their use of digital technologies 
• Set clear expectations for safe, responsible and respectful online behaviour 
• Ensure consistent responses to online safety concerns, including cyber-bullying 
• Educate pupils and the wider school community so that they can use technology safely 

and confidently 
Online behaviour is subject to the same expectations, rules and sanctions as behaviour offline 
and our approach to online safety is based on addressing the following categories of risk: 

• Content – being exposed to illegal, inappropriate or harmful content, such as 
pornography, misinformation, disinformation (including fake news), conspiracy theories, 
racism, misogyny, self-harm, suicide, antisemitism, radicalisation and extremism 

• Contact – being subjected to harmful online interaction with other users, such as peer-
to-peer pressure, commercial advertising and adults posing as children or young adults 
with the intention to groom or exploit the user for sexual, criminal, financial or other 
purposes 

• Conduct – personal online behaviour that increases the likelihood of, or causes, harm, 
such as making, sending and receiving explicit images (e.g. consensual and non-
consensual sharing of nudes and semi-nudes and/or pornography), sharing other explicit 
images and online bullying; and  

• Commerce – risks such as online gambling, inappropriate advertising, phishing and/or 
financial scams 

 
2. LEGISLATION AND STATUTORY GUIDANCE 

 
This policy is informed by, and must be read in conjunction with, the following statutory 
guidance and legislation: 

• Keeping Children Safe in Education (KCSIE) 
• Teaching Online Safety in Schools 
• Meeting digital and technology standards 
• Preventing and Tackling Bullying and cyber-bullying guidance 
• Searching, Screening and Confiscation 
• Prevent Duty Guidance 
• Education Act 1996 and 2011 
• Education and Inspections Act 2006 
• Equality Act 2010 
• UK GDPR and Data Protection Act 2018 

Filtering and monitoring safeguarding arrangements are recognised as a core safeguarding 
responsibility. 
 



  E- Safety Policy 
GB approved on 26/06/2026 

 
 

Page 3 of 10 
 

3. ROLES AND RESPONSIBILITIES 
 

3.1 Governing Board 
The Governing Board has overall responsibility for online safety and safeguarding. Governors 
will: 

• Ensure they have read and understood this policy. 
• Hold the headteacher to account for the implementation of this policy. 
• Receive regular safeguarding and online safety updates 
• Adhere to the Acceptable Use Agreement 

 
3.2 Headteacher  
The Headteacher is responsible for ensuring: 

• This policy is implemented consistently 
• Staff understand their safeguarding responsibilities regarding online safety 

 
3.3 Designated Safeguarding Lead (DSL) 
The DSL has strategic responsibility for online safety and will: 

• Oversee online safety within safeguarding systems 
• Ensure all online safety concerns are recorded on CPOMS and dealt with appropriately 

in line with school policy. 
• Liaise with external agencies where required 
• Liaise with Senior ICT Technician, and other staff as necessary, to address online safety 

issues or incidents. 
• Liaise with Senior ICT Technician to ensure effective monitoring and filtering is in place 

and complete annual compliance tests 
• Report regularly to senior leaders and governors 

 
3.4 Senior ICT Technician 
Responsible for: 

• Maintaining effective filtering and monitoring systems 
• Ensuring network security and data protection 
• Supporting investigations where digital evidence is involved 

 
3.5 College Office Administrator 
Responsible for: 

• Monitoring student and staff internet use and informing the DSL or other relevant staff 
of inappropriate or concerning use 

• Ensuring a daily summary of concerning or inappropriate search terms is shared with 
key staff and recorded on CPOMs where appropriate 

3.6 Staff, Volunteers and Contractors 
All adults in school must: 

• Follow this policy and Acceptable Use Agreements 
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• Model appropriate online behaviour 
• Report online safety concerns promptly and record these on CPOMS 
• Challenge and report cyber-bullying or harmful online conduct 

 

3.7 Visitors and members of the community 

Visitors and members of the community who use the school’s ICT systems or internet will be 
made aware of this policy, when relevant, and expected to read and follow it. If appropriate, 
they will be expected to agree to the terms on acceptable use.   

 
4. EDUCATING PUPILS ABOUT ONLINE SAFETY 

 
Online safety education is delivered through: 

• Computing curriculum 
• PSHE 
• Tutor time 
• Assemblies 
• Safeguarding and SPIRIT curriculum 

Pupils are taught to: 
• Use technology responsibly, respectfully and safely 
• Protect their privacy and digital identity 
• Recognise and report harmful content, contact or conduct, including harassment and 

bullying. 
• Understand that online actions have real-world consequences 

 
By the end of secondary education, pupils understand: 

• Their rights and responsibilities online, including the rules around online behaviour 
• That sharing images without consent is harmful and potentially illegal 
• How to report harmful online behaviours 
• How information and data is generated, collected, shared and used online 

 
5. EDUCATING PARENTS AND CARERS 

 
The school will: 

• Share this policy with parents and carers 
• Provide guidance via the website 
• Provide communications home - as and when required in response to concerns as they 

arise 
• Termly Safeguarding newsletter 
• Encourage engagement with recognised online safety organisations 
• Provide social media posts where appropriate 
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6. CYBER-BULLYING AND ONLINE HARASSMENT 
 

Cyber-bullying is the deliberate and repeated use of technology to harm another person, where 
there is an imbalance of power. It includes: 

• Abusive or threatening messages 
• Sharing or threatening to share images without consent 
• Sexual harassment online 
• Prejudice-based abuse 
• Impersonation or exclusion online 

Cyber-bullying is treated with the same seriousness as offline bullying and managed in line with 
the Anti-Bullying Policy and Behaviour Policy. 
All incidents will be: 

• Logged on CPOMS 
• Investigated promptly 
• Sanctioned proportionately 
• Supported with restorative and safeguarding interventions 

Serious or illegal incidents may be referred to external agencies, including the police. 
 

7. Artificial intelligence (AI) 

Artificial intelligence (AI) tools are increasingly common and can support learning when used 

appropriately. However, AI can also be misused, including for bullying through the creation of 

fake images, audio or videos (‘deepfakes’), including harmful or inappropriate content. 

Alsager School takes any misuse of AI seriously and will respond in line with the school’s 

behaviour and anti-bullying policies.  

8.  EXAMINING AND SEARCHING ELECTRONIC DEVICES 

 

Alsager School recognises its statutory authority to examine, search and, where necessary, 

delete data or files from pupils’ electronic devices in line with safeguarding legislation. 

Under the Education and Inspections Act 2006, as strengthened by the Education Act 2011, 

authorised staff may examine data or files on an electronic device (including mobile phones, 

tablets and laptops) where there is a good reason to do so. 

A good reason may include reasonable suspicion that the device contains material that: 

• Has been, or could be, used to cause harm to an individual 

• Is linked to bullying, cyber-bullying or harassment 

• Relates to a safeguarding concern, including sexual harassment or image-based 

abuse 

• Disrupts teaching or learning 
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• Breaches school policies 

Any examining, searching or deletion of material will: 

• Be carried out by authorised staff 

• Be conducted proportionately and professionally 

• Follow the DfE guidance on Searching, Screening and Confiscation 

• Be recorded on CPOMS where it relates to safeguarding or behaviour concerns 

If inappropriate material is found on a device, it is up to the staff member, in conjunction with 

the DSL or SLT to decide whether they should 

• Delete the material, or 

• Retain it as evidence, or  

• Report it to the police 

Where illegal or serious safeguarding material is identified, the DSL will consider referral to 

external agencies, including the police. Complaints relating to searching or deletion of material 

will be managed in accordance with the school’s Complaints Procedure 

9. ACCEPTABLE USE OF DIGITAL TECHNOLOGY 
 

All pupils, staff, governors, volunteers and visitors must agree to the relevant Acceptable Use 
Agreement. (See Appendix 1 & 2) 
Digital systems may only be used: 

• For educational or professional purposes 
• In accordance with school rules and safeguarding expectations 

Use of systems is monitored in line with safeguarding and data protection requirements. 
 

10. MONITORING & FILTERING 

The School has appropriate filtering and monitoring systems in place to help safeguard users by 
restricting access to inappropriate or harmful online content and identifying potential misuse of 
IT systems. 

The College Office Administrator monitors and reviews all alerts before notifying the 
Designated Safeguarding Lead (DSL) or Deputy Designated Safeguarding Leads (DDSLs), who 
take any necessary action. All alerts are recorded on CPOMS and logged on an internal tracking 
spreadsheet. The spreadsheet is shared with the DSL and DDSLs at the end of each working day 
to enable ongoing monitoring, identify patterns or trends, and ensure that any further action is 
taken where required. 

 



  E- Safety Policy 
GB approved on 26/06/2026 

 
 

Page 7 of 10 
 

11. MOBILE DEVICES IN SCHOOL 
 

Pupils may bring mobile phones into school but they must be kept in the pouches provided. 
Pupils must not use a mobile phone during the school day (except for authorised medical 
purposes). Misuse will result in confiscation and sanctions in line with the Mobile Phones Policy. 
 
Visitors and staff must not use mobile phones in areas where pupils are present. Visitors who 
need to use their mobile phones should ask for an appropriate office space. 
 

12. STAFF USE OF DEVICES 
 

Staff must ensure that work devices: 
• Are password protected and secure 
• Are used solely for professional purposes 
• Are not shared with others 
• Are kept updated 
• Are locked when inactive or unsupervised 
• Are used in line with the school’s Acceptable Use agreement. 

Any concerns regarding device security must be reported immediately. 
 

13. RESPONDING TO MISUSE 
 

Pupil misuse of technology will be addressed proportionately, taking account of: 
• Age and needs of the pupil 
• Nature and seriousness of the incident 
• Safeguarding risk 

Sanctions may include withdrawal of ICT access and follow Behaviour and Anti-Bullying Policies. 
 
Staff misuse of technology will be dealt with in accordance with the staff code of conduct and 
disciplinary policy via consultation with the Headteacher. 
 

14. TRAINING 
 
• All new staff receive training, as part of their induction, on safe internet use and online 

safety issues and the risks of online radicalisation 
• All staff receive annual safeguarding and online safety refresher training 
• DSLs receive enhanced safeguarding training at least every two years 
• Governors receive safeguarding updates 

 
15. MONITORING AND REVIEW 

 
Online safety concerns are monitored via CPOMS. This policy is reviewed annually by senior 
leaders and governors. 



  E- Safety Policy 
GB approved on 26/06/2026 

 
 

Page 8 of 10 
 

16. LINKS TO OTHER POLICIES 
 

This policy should be read alongside: 
• Child Protection and Safeguarding Policy 
• Behaviour Policy 
• Anti-Bullying Policy 
• Acceptable Use Agreements 
• Data Protection Policy 

 
Appendix 1 – Staff Acceptable Use 
Appendix 2 – Student Acceptable Use 
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Appendix 1 - Staff – Acceptable Use  

 
Protect ICT equipment: 

• Carry devices safely 
• Eat and drink away from devices 
• Log all faults on “Spiceworks” - the IT Support Helpdesk. If you have doubts about how 

to access this, please take the time to familiarise yourself with it (email 
helpdesk@alsagerschool.org) 

• Check IT rooms before and after use and lock up when leaving the room. 
• Report damage to the IT support team immediately 

 
Protect the systems and data: 

• Complete the annual cyber security training 
• Never attempt to download or install software without permission 
• Barracuda is our secure email filter, please check the list if you receive one and forward 

to helpdesk@ if you spot an email you need to receive. 
• Never try to bypass the security systems 
• Stop and think before clicking a link! 
• Monitor the screens of students in your lessons, if it does not look like the work you 

have set, challenge it. 
 

Protect children: 
• Monitor the screens of students in your lessons 
• Keep a seating plan 
• Remind students of the rules 
• Searches for key terms are logged, if you know you are going to be using the internet to 

search for potentially unsafe terms, drop the DSL an email to let them know. 
 
Protect yourself: 

• Use ICT equipment and software professionally 
• Maintain a professional tone in all emails 
• Report mis-use or concerns to the safeguarding team 
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Appendix 2 – Student Acceptable Use 
 

 


